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HW Wor ks, SW Doesn’t  — Negat ive

• Har dwar e has a bozo cousin named 
Sof t war e.

Hardware Software



• Har dwar e cooper at es wit h sof t war e.  
Each has t heir  st r engt hs.
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Hardware

HW Wor ks, SW Doesn’t  — Posit ive



• Har dwar e cooper at es wit h sof t war e.  
Each has t heir  st r engt hs.

HW Wor ks, SW Doesn’t  — Posit ive
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Sof t war e is Gr owing, Becoming Modular
• Sof t war e complexit y gr owing quickly.

� Fast er  pr ocessor s, lar ger  memor ies allow mor e 
complicat ed sof t war e.

� Linux ker nel gr owing 200,000 lines/ yr .

• Debian Linux suppor t s 253 dif f er ent  ker nel 
modules.

� A module is code + dat a, possibly loaded at  
r unt ime, t o pr ovide f unct ionalit y.

• Modules have nar r ow int er f aces.
� Not  usually as nar r ow as an API , some int er nals 

ar e exposed.
� Enf or ced  by pr ogr amming convent ion.

Code

Data



Modular  Sof t war e is Failing

· Big, complex sof t war e f ails t oo of t en.
� Device dr iver s ar e a big pr oblem.

· Big, complex sof t war e is har d t o 
maint ain.

� Dependencies ar e t ough t o t r ack.



Saf e Languages (Mor e SW) Not  Answer

· Saf e languages ar e slow and use lot s of  
memor y.

� Rest r ict s implement at ion t o a single language.
� I gnor es a lar ge inst alled base of  code.
� Can r equir e analysis t hat  is dif f icult  t o scale.

· Saf e language compiler  and r un-t ime 
syst em is har d t o ver if y.

� Especially as mor e per f or mance is demanded 
f r om saf e language.

· Doing it  all in SW as dumb as doing it  all in HW.



Bot h Har dwar e and Sof t war e Needed

· Modules have nar r ow, but  ir r egular  
int er f aces.

� HW should enf or ce SW convent ion wit hout  
get t ing in t he way.

· Module execut ion is f inely int er leaved.
� Pr ot ect ion har dwar e should be ef f icient  

and suppor t  a gener al pr ogr amming model.

· New har dwar e is needed t o suppor t  
sof t war e t o make f ast , r obust  syst ems.



Cur r ent  Har dwar e Br oken

· Page based memor y pr ot ect ion.
� A r easonable design point , but  we need mor e.

· Capabilit ies have pr oblems.
� Revocat ion dif f icult  [Syst em/ 38, M-machine].
� Tagged point er s complicat e machine.
� Requir es new inst r uct ions.
� Dif f er ent  pr ot ect ion values f or  dif f er ent  

domains via shar ed capabilit y is har d.

· x86 segment  f acilit ies ar e br oken 
capabilit ies.

� HW t hat  does not  nour ish SW.



Mondr iaan Memor y Pr ot ect ion
· Ef f icient  wor d-level pr ot ect ion HW.

� <0.7% space over head, <0.6% ext r a memor y 
r ef er ences f or  coar se-gr ained use.

� <9% space over head, <8% ext r a memor y r ef er ences 
f or  f ine-gr ained use. [Wit chel ASPLOS ‘02]

· Compat ible wit h convent ional I SAs and 
binar ies.

� HW can change, if  it ’s backwar ds compat ible.
� Let ’s put  t hose t r ansist or s t o good use.

· [Engler  ‘01]  st udied linux ker nel bugs.
� Page pr ot ect ion can cat ch 45% (e.g., null).
� Fine-gr ained pr ot ect ion could cat ch 64% (e.g., 

r ange checking).



MMP I n Act ion

Kernel ide.o

Kernel loader
establishes initial
permission regions

Kernel calls
mprotect(buf0, RO, 2);
mprotect(buf1, RW, 2);

1 2

Memory
Addresses

0xC00…

0xFFF…

mprotect(printk, EX, 2);

ide.o calls
mprotect(req_q, RW, 1);
mprotect(mod_init, EX, 1);

nfs.o ipip.o
3 4

No perm

Read-write

Read-only

Execute-read

Multiple protection domains



How Much Wor k t o Use MMP?

· Do not hing.
� Your  applicat ion will st ill wor k.

· Change t he malloc libr ar y (any dynamic lib).
� You can add elect r ic f ences.

· Change t he dynamic loader .
� You can have module isolat ion.

· Add vmwar e/ dynamo-like r unt ime syst em.
� Many possibilit ies f or  f ine-gr ained shar ing.

· Change t he pr ogr am sour ce.
� You can have and cont r ol f ine-gr ained shar ing.



Tr ust ed Comput ing Base of  MMP

· MMP har dwar e checks ever y load, st or e 
and inst r uct ion f et ch.

· MMP memor y super visor  (sof t war e) 
wr it es t he per missions t ables r ead by 
t he har dwar e.

� Pr ovides addit ional f unct ionalit y and 
semant ic guar ant ees.

MMP TCB smaller  t han saf e language.



Memor y Super visor

· One pr ot ect ion domain (PD) t o r ule t hem all.
� Wr it es MMP t ables f or  ot her  domains.
� Handles memor y pr ot ect ion f ault s.
� Pr ovides basic memor y management  f or  domain 

cr eat ion.
� Enf or ces some memor y use policies.

· Memor y super visor  is par t  of  ker nel.
� User / ker nel dist inct ion st ill exist s.
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Memor y Super visor  API

· Cr eat e and dest r oy pr ot ect ion domains.
� mmp_al l oc_PD( user / ker nel ) ;
� mmp_f r ee_PD( r ecur si ve) ;

· Allocat e and f r ee memor y. 
� mmp_al l oc( n_byt es) ;
� mmp_f r ee( pt r ) ;

· Set  per missions on memor y (global PD-I D 
suppor t ed).

� mmp_set _per m( pt r ,  l en,  per m,  PD- I D) ;

· Cont r ol memor y owner ship.
� mmp_mem_chown( pt r ,  l engt h,  PD- I D) ;



Managing Dat a

· Heap dat a is owned by PD.
� Per missions managed wit h super visor  API .
� E.g., mmp_set _per m( &buf ,  256,  r ead-

onl y,  consumer _PD- I D) ;

· Code is owned by PD.
� Execut e per mission used wit hin a PD.
� Call gat es ar e used f or  cr oss-domain calls, 

which cr oss pr ot ect ion domain boundar ies.

· St ack is dif f icult  t o do f ast .

1 2



Call and Ret ur n Gat es

· Pr ocedur e ent r y 
is call gat e, exit  
is r et ur n gat e.

· Call gat e dat a 
st or ed in 
per missions 
t able.

· Ret ur n gat e 
r et ur ns & 
r est or es or iginal 
PD.

call mi

ret

mi:

PD K PD M
Addr
Space

PD M

R

mov

add

jne

xor

push



Ar chit ect ur al Suppor t  f or  Gat es

· Ar chit ect ur e uses pr ot ect ed st or age, t he 
cr oss-domain call st ack, t o implement  gat es.

· On call gat e execut ion:
� Save cur r ent  PD-I D and r et ur n addr ess on cr oss-

domain call st ack.
� Tr ansf er  cont r ol t o PD specif ied in t he gat e.

· On r et ur n gat e execut ion:
� Check inst r uct ion RA = RA on t op of  cr oss-domain 

call st ack, and f ault  if  t hey ar e dif f er ent .
� Tr ansf er  cont r ol t o RA in PD specif ied by popping 

cr oss-domain call st ack.

PD M

R



Ar e Gat e Semant ics Usef ul?

· Ret ur ns ar e pair ed wit h calls.
� Wor ks f or  callbacks.
� Wor ks f or  closur es.
� Wor ks f or  most  implement at ions of  

except ions (not  set j mp/ longj mp).

· Maybe need a call-only gat e.
� To suppor t  cont inuat ions and mor e except ion 

models.
� Allow cr oss-domain call st ack t o be paged 

out .



St ack Headache

· Thr eads cr oss PDs, and mult iple t hr eads 
allowed in one PD.

� So no single PD can own t he st ack.

· MMP f or  st ack per missions wor k, but  it  
is slow.

� Can copy st ack par amet er s on ent r y/ exit .
� Can add mor e har dwar e t o make it  

ef f icient .
� Can exploit  st ack usage pr oper t ies.

· How pr evalent  ar e wr it es t o st ack par amet er s?



Finding Modular it y in t he OS

· Let  MMP enf or ce module boundar ies 
alr eady pr esent  in sof t war e.

· Def ining pr oper  t r ust  r elat ions bet ween 
modules is a huge t ask.

� Not  one I  want  t o do by hand.

· Can we get  90% of  t he benef it  f r om 5% 
of  t he ef f or t ?



Using Symbol I nf or mat ion

· Symbol impor t / expor t  gives inf or mat ion 
about  t r ust  r elat ions.

� Module t hat  impor t s “pr int k” symbol will need 
per mission t o call pr int k.

· Dat a impor t s ar e t r ickier  t han code 
impor t s.

� E.g., code can f ollow a point er  out  of  a 
st r uct ur e impor t ed via symbol name.

� Do ar r ay names name t he ar r ay or  j ust  one 
ent r y?



Measur ing OS Modular it y

· I s module int er f ace nar r ow?
� Yes, accor ding t o symbol inf or mat ion.
� Measur ed t he st at ic dat a dependence 

bet ween modules and t he ker nel.

· How of t en ar e module boundar ies 
cr ossed?

� Of t en, at  least  in t he boot .
� Measur ed dynamic calling pat t er n.



Size of  Ker nel Modules

· Modules ar e small and most ly code.
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Number  of  I mpor t ed Call Gat es

· 4,031 named ent r y point s in ker nel.
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Size of  I mpor t ed Dat a (KB)

· Ker nel has 551KB of  st at ic dat a.
· Block devices impor t  ar r ays of  st r uct ur es.
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Measur ing Cr oss-Domain Calls

· I nst r ument ed bochs simulat or  t o gat her  
dat a about  module int er act ions in Debian 
Linux 2.4.19.

� Enf or ce module boundar ies: deal wit h module 
loader , deal wit h module ver sion st r ings in 
t ext  sect ion, et c.

· 284,822 pr ot ect ion domain swit ches in 
t he billion inst r uct ion boot .

� 3,353 inst r uct ions bet ween domain swit ch.
� 97.5% swit ches t o I DE disc dr iver .

· This is f ine-gr ained int er leaving.



Addit ional Applicat ions

· Once you have f ine-gr ained pr ot ect ion, 
excit ing possibilit ies f or  syst em design 
become possible.

· Eliminat e memor y copying f r om syscalls.

· Pr ovide specialized ker nel ent r y point s.

· Enable opt imist ic compiler  opt imizat ions.

· I mplement  C++ const .



Conclusion

· Har dwar e should help make sof t war e 
mor e r eliable.

� Wit hout  get t ing in t he way of  t he sof t war e 
pr ogr amming model.

· MMP enables f ast , r obust , and 
ext ensible sof t war e syst ems.

� Pr eviously it  was pick t wo out  of  t hr ee.


