Toward Ethical Robots via Mechanized Deontic Logi¢

Konstantine Arkoudas and Selmer Bringsjord and Paul Bello
Rensselaer Al & Reasoning (RAIR) Lab
Department of Cognitive Science
Department of Computer Science
Rensselaer Polytechnic Institute (RPI)
Troy NY 12180 USA
{arkouk ,selmer ,bellop }@rpi.edu

Abstract In the future we envisage, Leibniz’s “calculation” would boil
. . ) ) ) down to formal proof and/or model generation in rigorously
We suggest that mechanized multi-agent deontic logics might  yafined machine-implemented logics of action and obliga-
be appropriate vehicles for engineering trustworthy robots. tion !

Mechanically checked proofs in such logics can serve to es- . L. .
tablish the permissibility (or obligatoriness) of agent actions, Such logics would allow foproofsestablishing that:

and such proofs, when translated into English, can also ex- 1. Robots only take permissible actions; and

plain the rationale behind those actions. We use the logical

framework Athena to encode a natural deduction systemfora 2. all actions that are obligatory for robots are actually per-
deontic logic recently proposed by Horty for reasoning about formed by them (subject to ties and conflicts among avail-
what agents ought to do. We present the syntax and seman- able actions).

tics of the logic, discuss its encoding in Athena, and illustrate

with an example of a mechanized proof. Moreover, such proofs would be highly reliable (i.e., have

a very small “trusted base”), and explained in ordinary En-
. glish.
Introduction Clearly, this remains largely a vision. There are many
As machines assume an increasingly prominent role in our thorny issues, not least among which are criticisms regard-
lives, there is little doubt that they will eventually be called ing the practical relevance of such formal logics, efficiency
upon to make important, ethically charged decisions. How issues in their mechanization, etc.; we will discuss some of
can we trust that such decisions will be made on sound ethi- these points shortly. Nevertheless, mechanized ethical rea-
cal principles? Some have claimed that such trust is impos- SOning remains an intriguing vision worth investigating.
sible and that, inevitably, Al will produce robots that both Of course one could also object to the wisdom of logic-
have tremendous power and behave immorally (Joy 2000). based Al in general. While other ways of pursuing Al
These predictions certainly have some traction, particularly may well be preferable in certain contexts, we believe that
among a public that seems bent on paying good money to seein this case a logic-based approach (Bringsjord & Fer-
films depicting such dark futures. But our outlook is a good rucci 1998a; 1998b; Genesereth & Nilsson 1987; Nilsson
deal more optimistic. We see no reason why the future, at 1991; Bringsjord, Arkoudas, & Schimanski forthcoming) is
least in principle, can't be engineered to preclude doomsday Promising because one of the central issues here is that of
scenarios of malicious robots taking over the world. trust—and mechanized formal proofs are perhaps the single
One approach to the task of building well-behaved robots most effective tool at our disposal for establishing trust.
emphasizes careful ethical reasoning based on mechanized
formal logics of action, obligation, and permissibility; that is Deontic logic, agency, and action
D o e o 2 ora o n slandard deonic logi (Chels 1980 Hipinen 2001
calculus (Leibniz 1984): Aqvist 1984), or just SDL, the formul@)P can be inter-
' preted as saying thdtt ought to be the case that, vhere
When controversies arise, there will be no more need P denotes some state of affairs or proposition. Notice that
for a disputation between two philosophers than there  there is no agent in the picture, nor are there actions that an
would be between two accountants [computistas]. It agent might perform. This is a direct consequence of the
would be enough for them to pick up their pens and sit  fact that SDL is derived directly from standard modal logic,
at their abacuses, and say to each other (perhaps having which applies the possibility and necessity operatdrand
summoned a mutual friend): ‘Let us calculate.’ O to formulae standing for propositions or states of affairs.
For example, the deontic logie* has one rule of inference,

*We gratefully acknowledge that this research was in part sup- viz
ported by Air Force Research Labs (AFRL), Rome. "
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and three axiom schemas:

e (OPAOQ) — OPAQ)
e OT (=~ “That which must be is obligatory.”)
e - (O L (= “Nothing impossible is obligatory.”)

While D* has some desirable properties, it and its rela-
tives are plagued by various paradoxes (Hilpinen 2001), and,
more importantly given present purposes, these logics aren't
targeted at formalizing the concept aftionsbeing oblig-
atory (or permissible or forbidden) for aagent Interest-
ingly, deontic logics that have agents and their actions in
mind do go back to the very dawn of this subfield of logic
(von Wright 1951), but only recently has an “Al-friendly”
semantics been proposed (Belnap, Perloff, & Xu 2001;
Horty 2001) and corresponding axiomatizations been inves-
tigated (Murakami 2004).

We have used the Athena logical framework (briefly dis-
cussed in the next section) to encode a natural deduction
calculus for a modern logic of agent action and obligation
developed by Horty and axiomatized by Murakami in order
to investigate mechanical deontic reasoning.

The ideal conditions for building “ethical robots” via a
logic-based approach to Al would be as follows: we would
have an expressive deontic logicof high practical rele-
vance, and an efficient algorithm for determining theorem-
hood in £. That algorithm could then be built into the
robot (perhaps implemented directly on its hardware), and
the robot would only take an ethically charged action if it
could formally prove that the action is permissible. Unfortu-

nately, there is a legendarily strong tension between expres-

siveness and efficiency, and so it is certain that these ideal
conditions will never obtain. For expressiveness, we will
likely need highly hybrid modal and deontic logics that are
at least first-order, which means that theoremhood in such
logics will be undecidable. Even for decidable logics, such
as the zero-order version of Horty's systéthat we present
in this paper, decision procedures are likely to be of inordi-
nate computational complexity.

Therefore, we must reconcile ourselves to the possibility

that incorporates facilities for model generation, automated
theorem proving, and structured proof representation and
checking. It also provides a higher-order functional pro-
gramming language, and a proof abstraction mechanism for
expressing arbitrarily complicated inferenoeethodsin a
way that guarantees soundness, akin to the tactics and tac-
ticals of LCF-style systems such as HOL (Gordon & Mel-
ham 1993) and Isabelle (Paulson 1994). Proof automation is
achieved in two ways: first, through user-formulated proof
methods; and second, through the seamless integration of
state-of-the-art ATPs such as Vampire (Voronkov 1995) and
Spass (Weidenbach 2001) as primitive black boxes for gen-
eral reasoning. For model generation, Athena integrates
Paradox (Claessen & Sorensson 2003), a new highly effi-
cient model finder. For proof representation and checking,
Athena uses a block-structured Fitch-style natural deduc-
tion calculus (Pelletier 1999) with novel syntactic constructs
and a formal semantics based on the abstracti@ssfmp-
tion bases(Arkoudas 2000). Most interestingly, a block-
structured natural deduction format is used not only for writ-
ing proofs, but also for writing tactics (methods). This is a
novel feature of Athena. Tactics in this style are consider-
ably easier to write and remarkably useful in making proofs
more modular and abstract.

Athena has been used to implement a proof-emitting op-
timizing compiler (Rinard & Marinov 1999); to integrate
model checking and theorem proving for relational reason-
ing (Arkoudaset al. 2003); to implement various “certi-
fying” algorithms (Arkoudas & Rinard 2004); to verify the
core operations of a Unix-like file system (Arkoudstsal.
2004); to prove the correctness of dataflow analyses (Hao
2002); and to reason about generic software (Musser 2004).
A concise presentation of Athena’s syntax and semantics can
be found elsewhere (Arvizo 2002).

Horty’s logic and its Athena encoding

Murakami (Murakami 2004) presents an axiomatization of
Horty’s utilitarian formulation of multi-agent deontic logic
(Horty 2001), and shows it decidable by proving that it has

that a robot might not be able by itself to pass judgement {ne finite model property. In this section we develop an alter-
on certain actions that it is contemplating; and that instead pative, sequent-based natural-deduction formulation of Mu-
of a single monolithic decision procedure for deontic the- akami's system. The logic is encoded in Athena, which
oremhood (or validity, assuming the logic is complete), the i then used as a metalanguage in order to reason about
robot might instead need to be armed with a knowledge base the encoded object language; we have used this methodol-
of lemmas and a panoply déctics each capable of set-  oqy successfully with other intensional logics (Arkoudas &
tling certain restricted subclasses of deontic questions. This Bringsjord 2005). In what follows we briefly review the ab-
might well turn out to be sufficient in practice. If and when  gtract syntax and semantics of the logic, and then present our

a complicated proposition arises that ethically paralyzes the fgrmulation of a natural deduction system for it.
robot, humans could intervene to settle the situation as they  \\e yse the letter® Q, R,..., to designate arbitrary

see fit. The logical framework that we have used to mech- ,5nositions built according to the following abstract gram-

anize Horty’s logic, Athena (Arkoudas 2003), facilitates the 1,5,
formulation of lemmas and of highly reliable tactics.

P

Athena |

Athena (Arkoudas 2003) is a new interactive theorem prov-
ing system for polymorphic multi-sorted first-order logic

A|T|L|-P|PAQ|PVQ|P=Q
OP | OP | [« cstit: P] | © [« cstit: P)

where A and o range over a countable set of atomic
propositions (“atoms”) and a primitive domain afjents
respectively. Propositions of the forra cstit: P] and
© [« cstit: P] are read as d sees to it thatP” and “«

'Proved complete and decidable by Murakami (Murakami
2004).
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Figure 1: Inference rules for the propositional connectives.

ought to see to it thaP,” respectively.? We stress that

© [« cstit: P] is notread as “It ought to be the case that
sees to it thatP.” That is the classic Meinong-Chisholm
“ought-to-be” analysis of agency, captured by another for-
mula altogether( [« cstit: P], where( is the non-agent-
oriented “ought” operator similar to what is found in SDL.
In Horty’s semantics() [« cstit: P] and @ [« cstit: P] are

not equivalent statements; neither implies the other (Horty
2001). In general, the operat@y, taken over from SDL, ap-
plies toP justin caseP holds in each of the best worlds. As
Horty explains, an analogue to this basic idea is expressed
by © [« cstit: P], because this locution holds wheneveis
ensured by each of the agent’s best actions. (We have lit-
tle use for the standard obligation operaforand hence we
omit it from our formulation, although it could be easily in-
cluded.)

The formal semantics are given on the basis of the the-
ory of indeterminate branching time (Prior 1967; Thomason
1984), augmented with constructs for dealing with agent ac-
tions. The usual Kripke frames of modal logic are replaced
by deontic stit framesA deontic stit frame has the following
components:

o A set ofmoments\/, along with a stict partial ordet on

2The ‘¢’ in cstit stands for “Chellas.” Horty (Horty 2001) at-
tributes the naming to the fact thesdtitis analogous—though not
identical—to an operator introduced by Brian Chellas in his 1969
doctoral dissertation (Chellas 1969). There are other stit operators
in the literature, e.g., the achievement stit (“astit”), the deliberative
stit (“dstit”), etc.

M (i.e., < is irreflexive and transitive, and hence asym-
metric as well). A maximal linearly ordered subseti\df

is called ahistory. The set of all histories containing a
momentm € M is written asH,,,.

A set A of agents

A binary functionChoicethat maps any given agentand
momentm into a partitionChoicga, m) of H,,. This
function must satisfy two constraintsndependence of
agents andno choice between undivided historiesee
(Horty 2001) for details.

For eachm € M, a utility functionV,,, from H,, into
some partially ordered set of values (typically the real
numbers).

The semantics are given with respect to moment/history
pairs. Specifically, deontic stit moddk a deontic stit frame
along with a truth valuation that maps each gair, ) with
m € M, h € H,, into a subset of atomic propositions (intu-
itively, these are the atoms that are true at the ingexh)).
Given a deontic stit modeM and a moment/history pair
(m, hy (with h € H,,), we write M ):<m,h> P to mean

that M satisfies propositio® at index(m, h). The defini-
tion of M =, 5y P is given by induction on the struc-

ture of P. The cases of atoms and propositional combina-
tions are standard. Cstit propositions are handled as follows:
M #<m h) [ cstit: P] iff

M ':<m7 h/> P

for everyh’ € blockim, «, h), whereblock(m, «, h) is the
unique block (equivalence class) containiagn the parti-
tion Choicg«, m) of H,,. We refer the reader to (Horty
2001) for the semantics of [« cstit: P].

A sequentl” - P consists of a contexf (a finite set of
propositions) and a propositioR. Intuitively, this states
that P follows fromI". We writeT", P (or P,T") as an ab-
breviation forT" U { P}. The sequent calculus that we use
consists of a collection of inference rules for deriving judg-
ments of the forni” - P. Figure 1 shows the inference rules
that deal with the standard propositional connectives. These
are the usual introduction and elimination rules for each con-
nective, in addition to reflexivity and dilution (weakening).
Further, we have thirteen rules pertaining to the modal and
deontic operators, shown in Figure 2R4]|, [ R4] and [R¢]
are sequent formulations of Kripke’s “K” axiom for the op-
erators, cstit, and®, respectively. R:] and [R;] are the
usual “T” axioms of modal logic fop andcstit. [R3] is the
“axiom 5” for O. [ Rg] and [Ry] express that necessary truths
are ensured (iP is necessary then every agent sees to it) and
obligatory. [R1,] asserts that obligations are possiblg; {]
is a necessitation rule ensuring that all tautologies (propo-
sitions derivable from the empty context) are necessary. (A
similar necessitation rule fastit can be derived fromRs]
in tandem with R;5], so we do not need to take it as prim-
itive.) [Ry3] says that ifa seeing toP strictly implies a
seeing toQ, then if o ought to stitP then« also ought to
stit . Finally, [R5] is a slightly disguised formulation of
the standard “axiom 5” foestit. It is provably equivalent to

—[a cstit: = P] = [« cstit: —[a cstit: = P



[R4]

r-oP=Q)=(0P=0Q)

[R2] [Rs]

'roOP=P I'FOP =00P

[R4]
T F [« cstit: P = Q] = ([« cstit: P] = [a cstit: Q])

[Rs]

T' F —[a cstit: P] = [o cstit: =[a cstit: P]]

[Rel

L' ©lacsttP=Q]=
(® [ cstit: P] = © [o cstit: Q))

[R7]

T+ [« cstit: Pl = P

[Rs]

T+ 0P = [« cstit: P)

[Ro]

I'-OP = @ [« cstit: P]

[R10]
I' - © [« cstit: P] = O[a cstit: P]

[R11]

'k (O00© [acstit: P]) V (O O [« cstit: P])

or P
r-op

[R12]

[Ri3]

'+ O ([« cstit: P] = [« cstit: Q]) =
(O® [ cstit: P] = © [ cstit: Q])

Figure 2: Inference rules for the deontic operators.

which is of the exact same form as the “axiom 5”:
OP =0CP

once we realize thab P stands for-0O —P.
Our Athena formalization introduces a domain of agents

and a datatype that captures the abstract syntax of the propo-

sitions of the logic:

(datatype Prop
False
True
(Atom Boolean)
(If Prop Prop)
(Not Prop)
(And Prop Prop)
(Or Prop Prop)
(Stit Agent Prop)
(OughtToStit Agent Prop)
(Nec Prop)
(Pos Prop))

We proceed to introduce a binary relatisaquent that

may obtain between a finite set of propositions and a sin-
gle proposition:

(declare sequent
(-> ((FSet-Of Prop) Prop)
Boolean))

Here FSet-Of is a unary sort constructor: for any sort
T, (FSet-Of T) is a new sort representing the set of
all finite sets of elements of. Finite sets are built with
two polymorphic constructors: the constanill , repre-
senting the empty set; and the binary construoteert
which takes an element of sort T and a finite setS (of
sort(FSet-Of T) ) and returns the sdtc} U S. We also
have all the usual set-theoretic operations availabief
intersection , etc.).

The intended interpretation is that(§equent S P)
holds for a set of propositions and a propositiorP, then
the sequentS + P is derivable in the logic via the above
rules. Accordingly, we introduce axioms capturing those
rules. For instance, the conjunction introduction rule and
rule [Ryo] are represented, respectively, by the following
two axioms:

(define And-I
(forall ?Gamma ?P ?Q
(if (and (sequent ?Gamma 7?P)
(sequent ?Gamma ?Q))
(sequent ?Gamma (And ?P ?Q)))))

(define R10
(forall ?Gamma ?a ?P
(sequent ?Gamma
(If (OughtToStit ?a ?P)
(Pos (Stit ?a ?P)))))

Note the object/meta-level distinction between, eamd
andAnd. The former is a native Athena propositional con-
structor, i.e., part of the metalogic, whereas the latter is a
propositional constructor of the encoded object logic.

As we have argued elsewhere (Arkoudas & Bringsjord
2005), such a direct proof-theoretic encoding of a modal
logic in a first-order logical framework such as Athena car-
ries several advantages:

e The proofs are in natural deduction format and hence eas-
ier to read, write, and translate into English.

e Theorem proving is facilitated because we are able
to leverage state-of-the-art automated theorem provers
(ATPs) such as Vampire (Moronkov 1995) and Spass
(Weidenbach 2001) that are integrated with Athena. Tac-
tics can be programmed at a fairly high level of abstrac-
tion, with tedious details outsourced to the ATPs.

e Because we have explicitly encoded the abstract syntax
of the logic, we are able to quantify over agents, propo-
sitions, and sequents. This provides us with the general-
ization benefits of higher-order logic, even though we are
working in a first-order system.



pick-any P a
begin
S1 := (sequent
null
(If (Not (Stit a (Not (Not P))))
(Stit
a
(Not (Stit
a (Not (Not P)))))
from RS5;
S2 = (sequent
null
(If (Not (Stit
a
(Not (Stit
a
(Not (Not P))))))
(Not (Not (Stit
a
(Not (Not P)))))))

from S1, contrapositive;

S3 := prove (sequent
null
(If (Not
(Not (Stit
a
(Not (Not P)))))
(Stit a (Not (Not P)))));
S4 := (sequent
null
(If (Not (Stit
a
(Not (Stit
a
(Not (Not P))))))
(Stit a (Not (Not P)))))
from S2, S3, transitivity;
S5 := prove (sequent
null (Iff P (Not (Not P))));
S6 := (sequent null
(Iff
(Not (Stit a (Not (Stit a P))))
(Not (Stit

a
(Not (Stit
a

(Not (Not P))))))

from S5, lemma-1.7;

Figure 3: Athena proof of Lemma 1.8, part 1.

Example

As a simple but non-trivial example, we present the Athena
proof of the following “iteratedtstit’ result:

[a cstit: P] = [« cstit: [« cstit: P]]

1)

The proof is easily turned into a tactic that can be applied to
any given agent and proposition.

A number of lemmas are used in the proof. Most of them
express straightforward propositional logic tautologies and
are proved automatically by outsourcing them to the ATPs

S7 := (sequent
null
(If (Not (Stit a (Not (Stit a P))))
(Not (Stit
a
(Not (Stit
a
(Not (Not P)))))))
from S6, Iff-Elim-1;
S8 := prove
(sequent null (If (Not (Not P)) P));
S9 = (sequent

null
(If (Stit a (Not (Not P)))
(Stit a P)))
from S8, lemma-1.6;
(sequent null
(If (Not (Stit a (Not (Stit a P))))
(Stit a P)))
from S4, S7, S9, lemma-1.5
end

Figure 4: Athena proof of Lemma 1.8, part 2.

that are integrated with Athena. For instance, the first four
lemmas below respectively express the transitivity of logical
implication, the contrapositive law, the cut, and disjunctive
syllogism.

Lemma 1.1 If then

I'P=R.

Lemmal2 IfT'F P=Qthenl' - -Q = —P.
Lemmal3IfI'y F Pandls, P+ Qthenl'y Ul F Q.
LemmalATF (P V P) = (—P,=Pl).

Lemmal5fIr-P =Q . I'P=P,and' Q" = Q
thenT' F P = Q.

A few properly deontic lemmas are also necessary:

'rP=@Q and THQ=R

Lemma 1.6 For all agentsa: and propositionsP and @, if
0+ P = Q then + [« cstit: P] = [« cstit: Q.

Lemma 1.7 For all agentsa and propositions? and @), if
0+ P < Q then - —[« cstit: P] < —[a cstit: Q).

Lemma 1.8 () - [« cstit: =« cstit: P]] = [« cstit: P] for
all o and P.

Lemma 1.9 () - P = —[a cstit: = P).

Lemma 1.6, Lemma 1.7, and Lemma 1.9 are proved auto-
matically. Lemma 1.8 is more challenging and requires user
guidance. Its proof, in Athena’s natural deduction system, is
shown in two parts in Figure 3 and in Figure 4. Very brief
explanations of the pertinent Athena constructs are given be-
low to help the reader follow the code. For a more thorough
treatment we refer the reader to the Athena Web site.

An Athena deductio is always evaluated in a givers-
sumption base-a finite set of propositions that are assumed
to hold for the purposes dp. An assumption base thus rep-
resents our “axiom set” or “knowledge base.” Athena starts



out with the empty assumption base, which then gets incre- | pick-any P a
mentally augmented with the conclusions of the deductions | begin
that the user successfully evaluates. Propositions can also| St = (sequent ““'('” it a
be explicitly added into the global assumption base with the ' a
top-IeF\)/eI di);ectivaassert ’ P (Not (Stit & (Not (Stit a F))))
X . . . . f | -1.9;
Evaluating a deductio® in an assumption base will rom emma

. nd . . S2 := (sequent null
either produce a propositioR’ (the “conclusion” ofD in (f (Not (Stit a (Not (Stit a P))))
0), or else it will generate an error or will diverge. 1 (stit a (Not
does produce a conclusidfy Athena’s semantics guarantee (Stit a (Not
B E F,i.e., thatF is a logical consequence gf There are (stit a P)))))
several syntactic forms that can be used for deductions; they from R5;
form a complete proof system for polymorphic multi-sorted S3 = (sequent
first-order logic. null
The formpick-any introduces universal generalizations: f (Szgti‘:‘ :)(Not

pick-any I ---I, begin D end (for arbitrary subde-

. . . Sti N Sti P
duction D) binds the named; ---I,, to fresh variables (Sut a (Not (Stit 2 P

from S1, S2, transitivity;

v1,...,v, and evaluated. If and whenD yields a con- S4 == (sequent null
clusion F', the result returned by the entipgck-any is (If (Not (Stit a (Not (Stit a P))))
VUi,.e..,U, . F. (Stit a P)))
The body of the proof is a semicolon-separated sequence from lemma-1.8;
of steps of the form S5 = (sequent
null
Iy:= Dy - Ini= Dy (If (Stit a (Not (Stit a (Not (Stit a P)))))

(Stit a (Stit a P))))

wherel; is a name (identifier) anf?; an arbitrary subproof.
from S4, lemma-1.6;

The sequence is evaluated by recursively evaluating Bach )
inturn,j = 1,2, .. ., obtaining a conclusio®, binding?ﬁe (sequent null (i (Sat a(szz x (St & P))
name!; to F;, insertingF; in the assumption base, and then from S3, S5, transitivity
proceeding with the next step; ., := D;,;. The conclu- end
sion of the entire sequence is the conclusion of the last step,
D,,. Note that the last step is not named.

A common proof step is of the form Figure 5: Athena proof of (1).
F from Fy,...,F,. This instructs Athena to try to
automatically derive the conclusiol’ from the given
premisesty, . .., Iy, (all k of which must be in the assump-  reasoning about their own ethical codes as well as those of
tion base). After performing some internal translations, their adversaries. In that direction, we plan to investigate
Athena outsources this step to an ATP. If the ATP manages the mechanization of defeasible deontic logics that allow for
to solve the problem within a certain time limit (currently  explicit modeling of contrary-to-duty obligations and viola-
preset to a maximum of 60 seconds), thérs returned as tions (Van Der Torre 1997).
the result of the step; otherwise an error message appears.
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